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Why cloudcomputing?

Increasdilexibility
on-demand
elasticity
ubiquitousaccess

Reducecosts
sharedresources
payasyouuse
metering

Reduceaisks
higheravailability
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The mairbarriers VAIKA
to cloud adoption

Geodataproviders
are often reluctant to
moveto the cloud

S

Datasecurity Data location
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Solutions ?

atype of cloud on-premises or
computingthat cloudhosted
delivers similar software thatactsas
advantages to public a control pointto
cloud but supportthreat
implemented within protection and
the corporate securityfor cloud
infrastructure services
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Clarus INSPIRE in the cloud """
securityissues

some geospatial data are sensitive
for public security matters
for commerciakeasons
their exploitation in the cloud raises security
ISsues
the mission oturopeargeosurveyrganisations

Includes themanagement of sensitive environmental
data (e.g. drinking water collection points)

besidethe legal obligations to share public data to a
largeaudience
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The CLARUS solution

in the context of honesbut-curious
cloudservice providers (CSP)
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The «honestbut-curious» 4
threat model

Secure the Secure the Trust the service
transport access provider
Secure Access control o
communication Authentication :
HTTPS Authorization
SFTP
SSH
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Application cases
considered

&

e-Health Geo-Data

CLINIC VANKA
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Data operations

cleardata

<

protected data

e encryption

coarsening| encryption

homo-
morphic
encryption

data
splitting
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Encryptiontechniques

cleardata

<

protected data

encryption

searchable
encryption

homo-
morphic
encryption
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Privacypreservingechniques

| PoRser
Clarus
gk

cleardata
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Proxy

data
anonym

data
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data
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Data anonymisation

<

B

protected data

cleardata

V Sensitive data are made

anonym indistiguishable

V inorderto avoid
reidentification

V andconfidentialdata
disclosure
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Datacoarsening

; o=~

cleardata Proxy protected data

V Data aregeneralized
deia V in orderto lowertheir level
coarsening of details
V andthusavoiddisclosure
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Datasplitting

<

i

protected data

cleardata

V Data arefragmented

V into different cloud providers
gata V sothat individualpiecesdo
not causedisclosure

splitting
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Whataboutencryption?
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The challenges @ncryption

Fullencryptionis advised

(Partialencryptionrevealssearchpatterns to the CStat canbe usedto derive
information about theprotecteddata)

X® o6dzi Xo
How tofully encryptwithout breakingfunctionality ?

Forvectordatasetsstoredin a spatial DBf ISnot possible
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Combiningechniques

<

i

cleardata Proxy protected data
USE CASE : Measurements (z) are
Kriging computation encryption encrypted and
outsourced to one

(geoprocessing) cloud

Outsourced coordinates
(x,y) are split
(latitude/longitude) in
different clouds

Kriging computation on
protected data is
possible

data

splitting
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Searchablencryption A4
for georeferenceddata

cleardata

CIarus
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Proxy protected data

RESEARCH

PAPER
searchable
encryption w_
UNIVERSITAT

ROVIRA I VIRGILI

SecurindNSPIREgeodatacloud services with CLARUS “3)



. _ o
Homomorphicencryptionfor A4
securegeoprocessing

Clarus
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cleardata Proxy protected data

RESEARCH
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